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Abstract

This comment considers the Chamber of the European Court of Human Rights judgment in
Catt v United Kingdom.! This case concerned the applicant’s complaint regarding the
collection and retention of personal data which included their political views on a police
‘domestic extremist’ database. The Chamber unanimously held that Article 8 had been
violated taking into account the nature of the personal data, the age of the applicant and the
fact they had no history or prospect of committing acts of violence. Whilst the Chamber
found that the collection of personal data had been justified, its retention had not, particularly
considering the lack of safeguards.
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1. Introduction

The 94-year-old applicant, Mr Catt, is a lifelong peace activist and a regular attender at public
demonstrations.? In 2005, Mr Catt began to take part in protests by a group called Smash
EDO whose objective was to close down the activities of a US arms company EDO MBM
Technology Ltd. The protests involved disorder and a large police presence, though twice
arrested, Mr Catt has never been convicted of any offence.® In March 2010, Mr Catt made a
subject access request (SAR) under the Data Protection Act 1998 (DPA 1998) for any
information about him that was held. The SAR disclosed 66 entries from a police ‘Extremism
database’ collected from March 2005 to October 2009, mostly related to Smash EDO, but 13
entries relating to attendances such as at a Trades Union Congress conference in Brighton in
2006, at a demonstration at a Labour Party conference in 2007 and a pro-Gaza meeting in
2009. In the majority of cases, information about Mr Catt’s name, presence, address, DOB,
appearance and in one instance a photo was kept.* In August 2010, Mr Catt sought to have
said information deleted, but the Association of Chief Police Officers (ACPO) declined to do
without reasons.®

In November 2010, Mr Catt issued judicial review proceedings on the refusal to delete data
for not being ‘necessary’ under Article 8(2).% In May 2012, the High Court’ ruled that Article
8 was not engaged, and even if it was, interference with it was justified. In March 2013, the
Court of Appeal,® however, saw differently in ruling that Article 8 had been interfered with
and violated as the National Coordinator, (whose role it is to ‘coordinate the UK police
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response to domestic extremism’)® was unable demonstrate how this information provided
any assistance. In March 2015, the Supreme Court!? took a different view to the Court of
Appeal, although accepting that Article 8 was interfered with, by a majority of four to one,
ruled that Article 8 had not been violated. Lord Sumption giving the leading judgment argued
that said measures were in accordance with the law due to the general application of the DPA
1998 and the specific application of statutory Code of Practice.!! Lord Sumption with regards
to proportionality, continued that political protest was protected by common law and Articles
10 and 11, but the retention of information, even those who are under no suspicion of
criminal activity was justified. Lord Sumption surmised this by highlighting that the invasion
of privacy was minor, as no intrusive procedures were used to record said information due to
the public nature of activities. Lord Sumption continued that this was justified because this
enabled the police to make a more informed assessment of risks/and threats to public order,
to investigate any (or potential) criminal offences and to identify witnesses and victims and
‘to study the leadership, organisation, tactics and methods of protest groups which have been
persistently associated with violence.’*? Lord Sumption felt that indiscriminate intelligence
gathering was necessary and could only be judged in hindsight. Moreover, it was argued that
information held about third persons did not carry such stigma of suspicion or guilt as it did
not imply they were extremists. Finally, Lord Sumption noted that there was no prospect of
the information being given to third parties, or used for political purposes, and the data was
periodically reviewed for retention or deletion.3

2. Judgment

Before handing down its judgment, the Chamber acknowledged that the Government had
communicated to it that there were four more entries relating to Mr Catt. The Government
highlighted that the police could not explain why such entries were not disclosed earlier.t*
After acknowledging that Mr Catt’s claim was admissible,™ the Chamber proceeded and
accepted that the measures did indeed interfere with Article 8, but questioned whether this
interference as the Government had argued, was ‘limited.’*®

On the issue of whether the data collection/retention had been ‘in accordance with the law’,
the Chamber highlighted its concern that ‘collection of data for the purposes of the database
did not have a clearer and more coherent legal base.’'” However, the Chamber recognised
that the framework for governing collection could not be considered in isolation from
provisions governing retention and access, and thus proceeded to consider the regime
holistically.® When discussing the retention of data, the Chamber highlighted similarities
with M.M. v the United Kingdom*® (which concerned the retention and disclosure of criminal
record data) and some differences, notably, that M.M concerned sensitive personal data
which it was acknowledged could have devastating consequences if disclosed,?® moreover, it
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could not be disclosed to third-parties.?* Despite the Chamber having concerns about the
ambiguity of the legal basis for the collection of Mr Catt’s personal data, such as the loosely
defined notion of ‘domestic extremism’ and the fact that said data could be retained
indefinitely, they found it unnecessary to consider whether said measure was ‘in accordance
with the law’ and opted instead to consider whether it was ‘necessary in a democratic
society.’?

The Chamber maintained that the database pursued the legitimate aim of preventing disorder
or crime and safeguarding the rights and freedoms of others.?®> Moving onto the elements of a
measure being ‘necessary in a democratic society’, the Chamber reiterated that it requires a
“‘pressing social need”, if it is proportionate to the legitimate aim pursued and if the reasons
adduced by the national authorities to justify it are relevant and sufficient”.’?* The Chamber
also observed that a margin of appreciation is left to the competent national authorities in this
matter.2> However, in dealing with the margin of appreciation first, the Chamber felt that it
was necessary to intervene. Firstly, the Chamber noted that it ‘considers significant that
personal data revealing political opinion falls among the special categories of sensitive data
attracting a heightened level of protection.’?® The Chamber noted that at the domestic level,
this was not a particular focus of the litigation as the Court of Appeal (though finding a
violation of Article 8), did not consider that examining the specific principles of data
protection would add anything to their analysis. Moreover, before the Supreme Court, Mr
Catt did not pursue any specific data protection arguments, which in turn only referred to data
protection more generally in the context of lawfulness. For the Chamber, however, the
sensitive nature of Mr Catt’s claim was a ‘central feature’ of the cases before the domestic
courts as well as the Chamber.?’

Although the position of the High Court on non-interference was rectified by the Court of
Appeal and Supreme Court, the Government still maintained that retention was not systemic
and the nature of the interference was limited. The Chamber sought to clarify.?® The Chamber
recalled previous case law in which ‘the importance of examining compliance with the
principles of Article 8 where the powers vested in the state are obscure, creating a risk of
arbitrariness especially where the technology available is continually becoming more
sophisticated.’?® The Chamber ruled that although said previous cases concerned covert
surveillance, it should be guided by that approach, especially since concerns relating to the
ambiguity of the measures had been highlighted.®® The Chamber also took into account the
manner and timing of the disclosure that the fact that more personal data had been held on Mr
Catt than revealed at the time of domestic proceedings.®! The Chamber accepted there was a
pressing social need (based on the legitimate aim) for the database, and therefore limited its
consideration for whether there was a pressing social need with regards to the particular facts
of Mr Catt’s case.3? The Chamber agreed that there was a pressing social need to collect Mr
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Catt’s personal data, and agreed that it is in the nature of intelligence gathering that the police
first need to collect data before evaluating its value.®® The Chamber also agreed with the
domestic courts that the police had an obvious role to monitor protests of Smash EDO given
their propensity for violence and potential criminality, thus even if Mr Catt himself was not
suspected of being directly involved in the group’s criminal activities, the police were
justifigj in collecting his personal data given that he decided to align himself with Smash
EDO.

However, the Chamber was not prepared to accept that the retention of Mr Catt’s personal
data served pressing social need. The Chamber cited the absence of rules setting a definitive
maximum time limit on the retention of such data, which put Mr Catt at the mercy of the
highly flexible safeguards in the management of police information Code of Practice (MoPl).
The Chamber reiterated that when a state puts such a system in place, the necessity of the
effective procedural safeguards become decisive as those safeguards must enable the deletion
of data once its continued retention becomes disproportionate.®® The Chamber noted that Mr
Catt’s personal data could potentially be retained indefinitely as the six-year review intervals
could not be said to have been conducted in any meaningful way, especially as they did not
result in the deletion of any data,® in contrast to principle 4 of the Committee of Ministers’
Resolution (COMR) (74) 29.3” The Chamber also cited the limited impact of requesting
deletion, the later disclosure without explanation of additional data and the fact that some
personal data concerning Mr Catt’s involvement in non-violent protest was collected over six
years ago and remains in the database despite the police and courts accepting that he did not
pose a danger to anyone.®

Additionally, the Chamber highlighted their concerns with the absence of effective
safeguards for personal data revealing political opinion, protected by Article 11. Mr Catt had
attended events in relation to trade unions, this was important for the Chamber as Article 11
has special protections for trade unions. The Chamber also highlighted that the National
Coordinator’s definition of ‘domestic extremism’ referred to ‘to collection of data on groups
and individuals who act “outside the democratic process™’ thus not even respecting their own
definition as data pertaining to Mr Catt’s ‘association with peaceful, political events: such
events are a vital part of the democratic process’ was retained.®® The Chamber considered
that ‘the decisions to retain the applicant’s personal data did not take into account the
heightened level of protection it attracted as data revealing a political opinion, and that in the
circumstances its retention must have had a “chilling effect”.”*® The Chamber also
highlighted that principle 2 of the CoMR (87) had been violated in that ‘the retention of the
applicant’s data in particular concerning peaceful protest has neither been shown to be
absolutely necessary, nor for the purposes of a particular inquiry.”** The Chamber also took
into account Mr Catt’s age and was not persuaded by the Government’s argument that
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reviewing and deleting all entries relating to Mr Catt would be too burdensome.*? This
enabled the Chamber to conclude that Article 8 had been violated.*

3. Discussion

The Chamber’s judgment is a welcome* reminder to the UK and its domestic courts of the
importance of Article 8. It highlights the importance of monitoring and reviewing intelligence
on a regular basis.*® The Chamber’s judgment supports a position (based on previous
judgments by the Grand Chamber) previously made by myself that data retention amounts to
or is akin to mass secret surveillance, (also agreed with by the Court of Appeal) and thus the
same safeguards should apply.*® This is important as:

Given the technological advances since the Klass and Others case, the potential
interferences with email, mobile phone and Internet services as well as those of mass
surveillance attract the Convention protection of private life even more acutely
(author’s emphasis).*’

Netpol noted that the Chamber’s judgment may force UK policing to start confronting the
growing international recognition that privacy is essential for other rights, such as freedom of
expression and assembly.*® It is just as Goold noted, that ‘[i]t is hard to imagine, for example,
being able to enjoy freedom of expression, freedom of association, or freedom of religion
without an accompanying right to privacy.’*® Wachter takes this approach further by
highlighting that privacy must be elevated above other rights because ‘it is the basis for
personal development and fulfilment and due to its position as an underlying, enabling
requirement for the realisation of other human rights.”®® Due to this support for other human
rights, Scheinin argues that privacy ‘forms the basis of any democratic society.”>* Nowak
underlined the dualist nature of freedom of association as it grants civil and political rights.
With regards to the civil rights aspect, freedom of association protects against arbitrary
interference by the State or private parties when, for whatever reason and for whatever
purpose, an individual wishes to associate with others or has already done so. From the
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political rights perspective, it is essential for the existence and functioning of democracy,
because political interests can be effectively championed only in community with others (as a
political party, professional interest group, organization or other association for pursuing
particular public interests).>? The civil and political rights aspect has been noted by the Grand
Chamber®® of the ECtHR, whilst also highlighting that ‘on numerous occasions affirmed the
direct relationship between democracy, pluralism and the freedom of association.”> The
Grand Chamber has also noted ‘the right to freedom of assembly is a fundamental right in a
democratic society and...is one of the foundations of such a society.’> Article 8 and 11
interrelate in various ways, for example, the Grand Chamber has highlighted that ‘forming an
association in order to express and promote its identity may be instrumental in helping a
minority to preserve and uphold its rights.”*® Ethnic identity falls within the ambit of Article
8.>’Additionally, Aston notes that there is a ‘significant overlap between interference in
privacy rights and those relating to the restriction of assembly.’*® The Grand Chamber noted
that personal autonomy (another facet of Article 8) ‘must therefore be seen as an essential
corollary of the individual's freedom of choice implicit in Article 11 and confirmation of the
importance of the negative aspect of that provision.”*® This not only demonstrates the
importance of freedom of association/assembly for democracy, but how privacy is crucial to
the exercise of this right.

Given the above mentioned, the reference to Article 11 highlighted that none of the domestic
courts paid particular attention to the special categories of personal data which was as the
Chamber highlighted, a central feature of the case. As Alvanou maintains, the Chamber took
an important step towards protecting human rights when many countries counter-
extremism/terrorism legislation has compromised civil liberties.®® The reference to the
chilling effect is also of utmost importance. This is where ‘the fear of being watched or
eavesdropped upon makes people change their behaviour, even behaviour that is not illegal or
immoral.’®! van der Hilst has noted that the ‘blanket and indiscriminate retention of sensitive
personal data over a longer period of time can have a severe ‘chilling effect” as this may
‘reduce people’s willingness to participate in public life, which is a loss for the democratic
functioning of society (author’s emphasis).’%> Rob McDowall, member of the Equality
Council, Chair of Welfare Scotland and Rapporteur and Equality and Human Rights
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Advocate®® was alarmed by a ‘very weird telephone conversation’ with the police who were
seeking information on protests and events in Scotland and any information from Facebook
groups.®* It transpired that police in Scotland had been phoning political activists amidst
Brexit fears.® Kirsty Haigh who was also contacted by the police tweeted:

The police just phoned me wanting information about any upcoming anti-Brexit
activity. The [Police Liaison Officer] said he’d been instructed to phone me every
week. Deeply unsettling for the police to be breathing down the backs of campaigners
like this — who has instructed them to do this? (author’s emphasis).®

McDowall regarded this as ‘bizarre and deeply unnerving’®’ and a Green MSP, John Finnie
hoped that the police would ‘reflect on their approach as it’s self-evident that it has concerned
active citizens who’ve been contacted.’®® However, Assistant Chief Constable Mark Williams
defended the strategy.%® Nevertheless, this strategy raises alarming questions such as, how
was this personal data obtained, under which law, for what purpose, who has access and for
what purpose, and how long is this personal data stored, what are the processes for securing
and deleting said personal data?

On 19 March 2019, King College London’s (KCL) Justice for Cleaners (JfC) Facebook
group posted that a minimum of ten politically active KCL students were blocked from
entering the University.”® JfC continued that vague justifications were offered by security
suggesting that the Metropolitan Police had advised KCL to ban (which included ‘all
campuses, libraries and cafes, and prevented students from attending exams, work shifts,
classes and assessed presentations’) all students who were considered a security threat on the
basis of a visit from the Queen.” It was noted that the police also took the names of these
students for their own purposes.” All students affected were core organisers ‘of campaigns
that have established themselves as effective, successful and resistant to university apathy
and reaction’ and were ‘predominantly women of colour.’” A senior staff member of KCL
when confronted by a student told them a list was compiled ahead of the Queen’s visit based
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on CCTYV footage of protests.’* This not only raises issues of Article 8, but it also raises
issues under Articles 10 (freedom of expression), 11, 14 (freedom from discrimination) and
potentially Article 3 Protocol 1 (the right to education). As of writing this article, an open
letter has been sent to KCL demanding an explanation of what has occurred, an apology and
a commitment to not conduct such activity again in the future.” This is a concerning if
‘students are being placed under surveillance by their university — this is a place of learning,
not a police state, and surveillance has a chilling effect on students' freedom of expression.’’®
Furthermore, these concerns are not limited to the actions KCL, but also the police given
what this article addresses.

Another, albeit less extreme example educational institutions compiling lists affecting
freedom of association and assembly is the recent protests by Cambridge University’s
students and academics’’ protesting the institutions (St Edmund’s College) appointment of
Noah Carl,”® involved in eugenics, a false and racist pseudoscience.”® Siddarth Soni
highlighted how the College compiled a list of protestors by various means including CCTV
and blocked them on Twitter.8° The above mentioned clearly dispels Lord Sumption’s view
that the privacy invasion was minor, when in fact privacy (which is not the same as data
protection) was not the only right that was important. It demonstrates a profound lack of
understanding of how the mining of (sensitive) personal data and its uses have real life
consequences on rights not limited to Article 8. It also demonstrates Lord Sumption’s
ignorance of the very law that was interpreted when a false analogy was made between
biometric data and Mr Catt’s,3! when the latter would be classed as sensitive personal data by
virtue of s.2(b) of the DPA 1998. Sumption’s lack of awareness is telling, and even if in Mr
Catt’s case, there was no chilling effect, Solove highlights that that the value of protecting
against chilling effects cannot simply be measured by its effects on individuals exercising
their rights, but the harms to society because amongst other things, ‘they reduce the range of
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viewpoints expressed and the degree of freedom with which to engage in political activity.’®?
The fact that Chamber had to point out that the nature of the personal data was a central
feature of the case further highlights Lord Sumption’s lack of understanding and awareness
of the issues raised before him.

The Chamber’s judgment also has implications beyond politically sensitive data. In 2012, the
Divisional Court in RMC and FJ v Commissioner of Police of the Metropolis and
Others®3ruled that the retention of 19 million custody images for a minimum of six years was
in violation of Article 8. The Home Office preferred application made deletions rather than
manual because it would cost too much.* Not only would this constitute a continuing
violation of Article 8 for failing to comply with the judgment in RMC,% the European Court
of Human Rights (ECtHR) are not persuaded by arguments that the cost of a measure as
being justification for the continuance of a violation.® In Catt, the Chamber noted that:

[1]s not convinced that deletion of the data would be so burdensome as to render it
unreasonable. In general terms the Court would add that it would be entirely contrary
to the need to protect private life under Article 8 if the Government could create a
database in such a manner that the data in it could not be easily reviewed or edited,
and then use this development as a justification to refuse to remove information from
that database (author’s emphasis).8’

This serves to significantly strengthen the argument that reliance on cost for non-compliance
with the Convention is not tolerated. This position has another layer of importance given the
use of facial recognition technology on custody images, which are currently subject to legal
challenges.® As the ECtHR once elucidated:

A person’s image constitutes one of the chief attributes of his or her personality, as it
reveals the person’s unique characteristics and distinguishes the person from his or
her peers. The right to the protection of one’s image 1s thus one of the essential
components of personal development and presupposes the right to control the use of
that image.®

The Chamber’s judgment matters because, as Lord Touson, in the Supreme Court articulated:

[IJn modern society the state has very extensive powers of keeping records on its
citizens. If a citizen’s activities are lawful, they should be free from the state keeping
a record of them unless, and then only for as long as, such a record really needs to be
kept in the public interest.*
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Netpol maintained that although this judgment poses an enormous challenge to public order
policing in the UK, this will not stop the sheer volume of intensive and unnecessary overt
surveillance gathering that routinely occurs at protests.®? This issue is meticulously
highlighted by the concurring opinion of Judge Koskelo joined by Judge Felici. Although
agreeing with the finding of a violation, Judge Koskelo had misgivings with regards to the
analysis of whether the interference with Mr Catt’s rights were ‘in accordance with the
law.”®2 They recite the requirements which note that:

Article 8 § 2 of the Convention requires not only that the impugned measure must
have a basis in domestic law but that it must also be compatible with the rule of law,
which is expressly mentioned in the preamble to the Convention and is inherent in the
object and purpose of Article 8. Thus, the requirement of lawfulness also refers to the
quality of the law in question. This entails that the law should be adequately
accessible and foreseeable as to its effects, that is to say formulated with sufficient
precision to enable any individual — if need be with appropriate advice — to regulate
his conduct.®®

Given that the Chamber is guided by principles in case law regarding secret surveillance, it is
important to note that it is essential to have clear, binding® detailed rules, especially as the
technology available for use is continually becoming more sophisticated.®® With regards to
foreseeability:

In its case-law on secret measures of surveillance, the Court has developed the
following minimum safeguards that should be set out in statute law in order to avoid
abuses of power: the nature of offences which may give rise to an interception order; a
definition of the categories of people liable to have their telephones tapped; a limit on
the duration of telephone tapping; the procedure to be followed for examining, using
and storing the data obtained; the precautions to be taken when communicating the
data to other parties; and the circumstances in which recordings may or must be erased
or destroyed...

Furthermore, there must be a measure of legal protection in domestic law against
arbitrary interference by public authorities with the rights safeguarded by Article 8 §
1. Especially where a power of the executive is exercised in secret, the risks of
arbitrariness are evident. Since the implementation in practice of measures of secret
surveillance of communications is not open to scrutiny by the individuals concerned or
the public at large, it would be contrary to the rule of law for the discretion granted to
the executive or to a judge to be expressed in terms of an unfettered power.
Consequently, the law must indicate the scope of any such discretion conferred on the
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competent authorities and the manner of its exercise with sufficient clarity to give the
individual adequate protection against arbitrary interference...(author’s emphasis).%

Judge Koskelo noted that given that personal and sensitive personal data was processed,
particular vigilance was called for in assessing the requirements of the quality of the law as
there are significant and inherent risks of abuse.®” This was all the more so in light of recent
judgments on secret surveillance where there has been a degradation ‘of respect for
democratic standards and the rule of law, of which there is increasing evidence in a number
of States.”®® Judge Koskelo highlighted that the crux of Mr Catt’s case related to deficiencies
in the quality of the law rather than just necessity due to the domestic legal framework being
extremely vague and unspecific which allowed the processing of sensitive personal data
without effective safeguards.®® The crucial importance of the quality of the law for Judge
Koskelo was that it would highlight that general principles of data protection law (such as
necessity of processing and data minimisation) had ‘become diluted, possibly to the extent of
practical irrelevance, where the purpose itself is left without any meaningful definition or
limitation. 1%

Judge Koskelo highlighted that the legal basis for processing personal data derived from
common law, thus not having any statutory basis, and that the non-statutory basis was ‘as
vague as it can get.”%! This is all the truer as the DPA 1998 does not provide a legal basis for
the collection of said data'®? as it:

[S]afeguards how data is processed but does not provide a legal base; it does not
authorise or require the acquisition of data through this type of activity. It does not
fulfil all the functions the ECtHR has ascribed to ‘law’ [discussed in more detail
below], specifically it gives no indication of when and to whom intrusive measures
might apply. So while it might provide some safeguards against abuse, on its own it is
not enough.*%®

Thus, this again, highlights Lord Sumption’s misunderstanding of data protection law and the
failure to recognise the requirements of legality under Article 8. The purpose of the database
was said ‘the records are held to help UK policing manage a future risk of crime’ for
‘policing purposes’ and included ‘information relating to extremism but also relating to
public disorder that does not involve extremism.**% Noting that this was still extremely
vague and obscure, Judge Koskelo noted that MOPI’s definition of police purposes finishes
with ‘any duty or responsibility of the police’ and therefore had failed to provide further
specificity.'® Judge Koskelo maintained that clear rules governing the scope of the measures
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were lacking, the accessibility and foreseeability were also deficient and these features
themselves diluted the relevance and effectiveness of the safeguards against abuse.%

In support of Judge Koskelo’s position, it will be explained why in this instance the measure
in question were not ‘in accordance with the law’ whilst also using the principles of secret
surveillance case law. Firstly, the definition of ‘domestic extremism’ as the National
Coordinator admitted, was not prescribed by law.'%” Thus, it ultimately had no legal basis,
and therefore cannot be ‘in accordance with the law’ contrary to Article 8.1% This definition,
as the Chamber highlighted, was loosely defined and could lead to the indefinite retention.
This does not provide sufficient clarity or provide adequate protection against arbitrariness.
This is highlighted when sensitive personal data pertaining to trade union activity and
peaceful demonstrations were collected, despite falling outside the definition of ‘domestic
extremism.” The Chamber highlighted that this did not even comply with the definition given,
and if they were acting on the assumption that this definition was lawful, they should have
found a violation of Article 8 for not even complying with domestic law.'%° Furthermore,
given that it was highlighted that the authorities did not respect their own definition, it
highlighted that the said definition was not binding and would too amount to a violation of
Article 8.129 Due to the highly arbitrary nature and use of the definition of ‘domestic
extremism’, this in and of itself would also violate Article 8.

With regards to purposes, if as the Government contended that personal data was collected
for purposes of extremism and public disorder, what was the purpose of collecting Mr Catt’s
personal data with regards to trade union activity and peaceful demonstrations when it was
also admitted he had no propensity for criminal activity? Principles 2 and 5 of the then DPA
1998 prevented the processing of data for incompatible purposes and retention for no longer
than necessary for that purpose respectively. The Chamber highlighted that retention of Mr
Catt’s sensitive personal data, even that with respects to Smash EDO could not be justified,
collecting said data on peaceful and political events highlighted the danger of an ambiguous
approach and that it did not take into account the need for heightened protection of said data
(see Sch 3 of the DPA 1998), it would seem that once again, domestic law had not even been
adhered to, and thus would again violate Article 8.

With regards to ‘police purposes’, the ECtHR has previously noted concerns with laws that
allow surveillance in ‘respect of a very wide range of criminal offences’!2 as it would ‘not
provide adequate protection against abuse of power by the State’!'® e.g. where ‘the nature of
the offences which may give rise to such an order are nowhere defined.’*'* Police purposes
does not in any way define the nature of offences which can justify collecting personal or
even sensitive personal data. Moreover, it is ‘unclear...who — and under what circumstances
— risks having the measure applied to him or her in the interests of...[and]...falils,
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nevertheless, to define... “public order” (author’s emphasis).’**® This highlights that the
ECtHR does not simply accept reference to Article 8(2) as justification in and of themselves
for interference. In Doerga v Netherlands the Dutch Government argued that tapping and
retention of conversations!® were justified on the grounds of public safety and the protection
of the rights and freedoms of others.'” Yet, when examining the law under
‘foreseeability,’!!8 the ECtHR noted they lacked both clarity and detail nor did it ‘give any
precise indication as to the circumstances’ when measures would be applied.'*® This was
regarded as not being ‘in accordance with the law.”?° It was problematic that the Chamber
accepted Lord Sumption’s claim of the necessity of indiscriminate data capture given the
vagueness of policing purposes as highlighted above are virtually unfettered powers'?! and
too would violate Article 8.1%2 This is true as Judge Pettiti in Kopp v Switzerland*?® noted that
surveillance ‘must be used for a specific purpose, not as a general “fishing’*?* exercise to
bring in information. Given the lack of statutory basis, the unlawful and arbitrary definition
of ‘domestic extremism’, the vagueness of the police purposes accompanied by its unfettered
reach, even with the common law, cumulatively, this would result in a violation of Article 8
for not being ‘in accordance with the law.’1%

Judge Koskelo reiterated that it is not only essential to have clear rules regarding the scope of
measures, but also governing safeguards related to storage, use, duration of retention, access,
procedures for preserving the integrity and confidentiality of the data and their destruction.2®
There must at ‘each stage [be] appropriate and adequate safeguards which reflect the
principles elaborated in applicable data protection instruments and which prevent arbitrary
and disproportionate interference with Article 8.”*?” Judge Koskelo highlighted how the
Chamber put weight on the Government’s point that information was kept internally, and that
the Government emphasised in line with the Supreme Court that information was not
gathered covertly.1? Judge Koskelo noted that this did not matter because ‘this cannot mean
that the absence of such features could justify a lax approach to those requirements,
especially where the processing of sensitive data is concerned.’1?® Judge Koskelo continued
that data only being accessible internally ‘are not decisive distinctions in terms of the
required elements of protection’ nor information gathered was in the public domain as the
‘protection of personal data often depends, quite essentially, on elements such as the context,
combination, use and accessibility of such data.’*® The public domain argument is true as the
ECtHR has previously held that information obtained overtly still interferes with Article 8,3
and would thus trigger the necessary safeguards required. Regarding internal access, the
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Government and Supreme Court’s position is not strictly true as para 4.8.2 of the MOPI
permitted sharing with ‘other persons or bodies within the UK or overseas,’ thus the intention
not to disclose to third parties becomes irrelevant as [i]t is the potential reach of the power
rather than its actual use by which its legality must be judged (author’s emphasis).”*3? MOPI
permits sharing on the same vague ‘police purposes’ so long as it is reasonable and lawful to
do so. Moreover, MOPI is not binding on third parties, nor is there a list of who is entitled to
receive this information. Additionally, one cannot assume internal sharing had been
compatible with Article 8.

For Judge Koskelo, Mr Catt’s case was simply an individual manifestation of the
consequences from the shortcomings underlying the legal framework.*® This highlights a
major problem with the Chamber’s approach when it accepted that the creation and
maintenance served a legitimate aim. Judge Wildhaber’s et al’s*3* concurring opinion in
Rotaru v Romania stressed that even in the national security context:

[T]here has to be at least a reasonable and genuine link between the aim invoked and
the measures interfering with private life for the aim to be regarded as legitimate. To
refer to the more or less indiscriminate storing of information relating to the private
lives of individuals in terms of pursuing a legitimate national security concern is ...
evidently problematic (author’s emphasis).**®

Failure to establish a legitimate aim would result in a violation of Article 8.1*¢ The Chamber
also failed in its analysis when assuming because the database served a legitimate aim, it also
served a pressing social need. Necessary does not have the flexibility of an expression such
as ‘admissible,’ ‘ordinary,” ‘useful,” ‘reasonable’ or ‘desirable.’*®” In Mr Catt’s case, the
measures were not necessary or even useful, a more rigorous analysis would have questioned
the system as a whole because Mr Catt’s circumstances were just a symptom. Moreover,
‘powers which can be used in an arbitrary or discriminatory way are not transformed to a
condition of legality simply because they are of proven utility.” 13 Failing on the grounds of
establishing a pressing social need would result in a violation.t%

Although the reference to Article 11 and the chilling effect is most welcome, had the
Chamber considered previous case law, it could have demonstrated more authoritatively its
importance. In Segerstedt-Wiberg and Others v Sweden, the ECtHR has acknowledged that
the storage of personal data related to affiliations and activities engages Article 11.14° The
ECtHR could, of their own motion (likely through Rule A1(1)),*! examine what the stance
under Article 11 would be.**? In Segerstedt even though there was no evidence of a chilling
effect on their political freedoms the ECtHR nevertheless considered that:
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[T]he storage of personal data related to political opinion, affiliations and activities
that is deemed unjustified for the purposes of Article 8 § 2 ipso facto constitutes an
unjustified interference with the rights protected by Articles 10 and 11 (author’s
emphasis).!43

Thus, the Chamber in Catt could have ruled similarly.
4. Conclusion

The Chamber’s judgment in Catt is another lesson for domestic courts on issues concerning
data retention. It was important and welcome that the Chamber sought fit to be guided by
principles set out in cases concerning secret surveillance (as they amount to the same thing)
and highlighted the importance of Article 11 and the chilling effect that can arise with
collecting sensitive personal data pertaining to peaceful assemblies and associations. It is also
important as this judgment makes it even more difficult for authorities to justify not deleting
data for reasons in contravention of Article 8. However, it is unfortunate that the Chamber
did not consider whether the measures were ‘in accordance with the law’ in great detail as
they would have found for a variety of reasons, the current legal framework would violate it.
Additionally, the Chamber failed to critically consider the ‘domestic extremism’ database in
its entirety was a legitimate aim or served a pressing social need. The Chamber missed the
opportunity to demonstrate the public/social/collective value of privacy'** by focussing solely
on Mr Catt’s circumstances and not the system he was caught up in. The issue of databases
will not go away, as the police seek to create a super database,'*® despite reports of the
Metropolitan Police’s Matrix database being argued to be discriminatory,'*® Her Majesty’s
Revenues and Customs adding millions of voices to a VVoice ID database,'*’ the use of
Automatic Number Plate Recognition (ANPR),%*8 the looming possibility of an ID system
post-Brexit,'*° and even the European Union’s (EU) attempts at interconnecting all
centralised EU databases™® (and its Member States enabling communications data retention
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legislation),*! a critical analysis would have been welcome. Moreover, by failing to fully
utilise Article 11 in the database context as in previous case law, this was an opportunity
missed by the Chamber especially considering police in Scotland are contacting protesters
using their phone numbers to gain information. Netpol maintained that the judgment
represents a direct challenge to the very basis of the intelligence model used by political
policing in Britain,’? but unfortunately, this is not the case when the judgment is considered
as it must be remembered that ‘[t]he dossier of private information is the badge of the
totalitarian state.'>®
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