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Abstract
This comment considers the Court of Appeal’s May 2017 ruling in R (on the
application of P) v Secretary of State for the Home Department.1 As commentators
and campaigners predicted, the Court of Appeal ruled that Parliament's 2013
amendments to the criminal record scheme did not go far enough. The scheme
contains bright-line rules that operate in an “arbitrary” manner and in breach of
Article 8 of the European Convention on Human Rights. In addition to this specific
ruling, the case contains a general point of significance relating to the state's
requirements under Article 8. Sir Brian Leveson, in line with Lord Reed's reasoning
in R (on the application of (T)) v Chief Constable of Greater Manchester, 2 stated that
the requirement to be "in accordance with the law" under Article 8 means that a legal
scheme has to be more than simply clear and accessible. It also has to contain
safeguards which enable "the proportionality of the interference in general to be
examined." 3 It will be interesting to monitor whether this approach to the state's
duties under Article 8 will influence future judicial assessments of legal schemes that
engage the right to privacy.
1. Introduction
Those who are familiar with the criminal record scheme in England and Wales will
know that it has generated numerous legal challenges4 and critical analysis.5 Both the
domestic courts and the European Court of Human Rights (ECtHR) have ruled that
Parliament has not yet struck the right balance between the need to keep the public
safe and ex-offenders’ right to privacy. In May 2017 the Court of Appeal in R (on the
application of P) v Secretary of State for the Home Department (R(P) v Secretary of
State)6 confirmed what many had predicted:7 that Parliament’s 2013 amendments to
the criminal record scheme were too limited in scope. Despite the introduction of
filtering rules to restrict the disclosure of old and minor convictions, the Court of
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Appeal ruled that the scheme remains “indiscriminate,"8 producing "startling
consequences"9 that breach Article 8 of the European Convention on Human Rights
(ECHR).10 So it looks like Parliament will be forced to go back to the drawing board
– again.
For the eleven million people in the UK with a criminal record,11 the question of
whether they can put their criminal pasts behind them can have profound
consequences. A 2016 YouGov survey commissioned by the Department of Work
and Pensions found that that 50% of employers would not consider employing an
offender or ex-offender.12 It is no surprise that Lord Neuberger described a criminal
record as “something close to a killer blow to the hopes of a person who aspires to
any post which falls within the scope [of the criminal record scheme],”13 or that
commentators have referred to the collateral damage of having a criminal record as an
“invisible punishment.”14
All ex-offenders probably wish they had the right to erase entirely their criminal past.
However, as the Court of Appeal identified, the right for ex-offenders to put their past
behind them “concerns the interface of two important principles of social policy”: 1)
the rehabilitation of ex-offenders; and 2) the requirement that the public is kept safe.15
In order to achieve the second goal, the state systematically records, retains and
sometimes discloses an individual’s criminal history.
When managing and administering such a complex scheme, it is inevitable that the
state will attempt to rely on some bright-line rules. The Government has been
grappling for many years with the best way to implement such rules. In 2009 it
appointed Ms Sunita Mason as Independent Advisor for Criminality Information
Management and asked her to:
examine whether the criminal records regime strikes the right balance between
respecting civil liberties and protecting the public. [The review] is expected to
make proposals to scale back the use of systems involving criminal records to
common sense levels.16
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Ms Mason produced two in-depth reports on the issue with recommendations that
included improving systems that enable individuals to access, challenge and correct
their criminal records.17
In 2015, the Supreme Court gave some general guidance on the lawfulness of brightline rules. Baroness Hale reviewed the jurisprudence of the ECtHR and concluded
that Strasbourg had not been “altogether clear on this question.”18 The Supreme Court
held that bright-line rules could be justified in a particular context. However, “the
particular bright line chosen has itself to be rationally connected to the aim and a
proportionate way of achieving it.”19 The Court also observed that exclusionary
bright-line rules were less likely to be lawful than inclusionary rules because the
former “allows for no discretion to consider the unusual cases falling the wrong side
of the line but equally deserving.”20 However, it concluded that a wholly
individualised system was not necessary:
Hitherto the evidence and discussion in this case has tended to focus on
whether there should be a bright line rule or a wholly individualised system.
There are obvious intermediate options, such as a more properly tailored
bright line rule, with or without the possibility of making exceptions for
particularly strong cases which fall outside it. There are plenty of precedents
for such an approach including in immigration control.21
In R(P) v Secretary of State the Court of Appeal found that the bright-line rules
introduced by the 2013 amendments to the criminal record scheme were unlawful
because they were not, as yet, "properly tailored."
2. The Current Criminal Record Scheme in England and Wales
The criminal record scheme in England and Wales is complex, with layers of
amendments spread across numerous pieces of legislation, guidelines and policies. It
is also a scheme that affects a large number of people. In 2015, the Disclosure and
Barring Service (DBS) processed 4.2 million applications.22
As campaigners in this area are all too aware, the UK has a history of being riskaverse23 and all-encompassing with regard to criminal record retention and disclosure.
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It retains and discloses a far wider range of convictions and cautions than other
European countries.24 This “generous approach” to the exercise of police power to
retain personal data has been roundly criticised by the ECtHR.25
Provided below is a broad outline of the criminal record scheme as it currently
operates:
2.1 Retention of criminal records
Any individual convicted of a recordable offence will have a record of that offence
placed on the Police National Computer (PNC). Records will also be created for
individuals who are cautioned, reprimanded,26 warned or arrested for recordable
offences. These records are retained until the individual is 100. The police also record
“soft intelligence” on the Police National Database, which includes information such
as details of a criminal investigation that did not lead to conviction.
2.2 “Spent” convictions
If an individual has received a term of imprisonment or detention of over four years
then they must always disclose their criminal record when applying for jobs. Other
ex-offenders will not necessarily have to disclose their previous convictions or
cautions. This is because, under the Rehabilitation of Offenders Act 1974 (“the 1974
Act”), convictions and cautions can become “spent” after a specified rehabilitation
period, meaning they do not have to be disclosed.27 However, even these spent
records have sometimes to be disclosed by ex-offenders. Under the Rehabilitation of
Offenders Act 1974 (Exceptions) Order 1975 (“the 1975 Order”), individuals must
disclose spent convictions and cautions when employers ask them questions relating,
for example, to the safeguarding of children and vulnerable adults.
2.3 Disclosure of Criminal Records
As well as relying on disclosure by ex-offenders, employers can request a criminal
record check conducted by the state. Under Part V of the Police Act 1997 (“the 1997
Act”), the DBS, acting on behalf of the Secretary of State, can conduct criminal
background checks on individuals and review the information held on the PNC. Of
relevance to R (P) v Secretary of State are two particular types of certificates that can
be issued by the DBS: Criminal Record Certificates (CRC) and Enhanced Criminal
Record Certificates (ECRC). These can be issued when an individual applies for
specific positions relating again, for example, to the safeguarding of children and
vulnerable adults.
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The only significant difference between a CRC and an ECRC is that an ECRC must
include any “soft intelligence” that the police force “reasonably believes to be
relevant” to the enquiry made and “ought to be included.”28 If an applicant believes
either a CRC or an ECRC is inaccurate then she or he can apply to the DBS for a new
certificate. In the case of an ECRC, the applicant also has a right of challenge to a
chief officer of police on the grounds that the information included is not relevant and
should not have been included.29
2.4 2013 Amendments
Prior to 2013, the criminal record scheme required a CRC and an ECRC to disclose
all convictions and cautions, whether current or spent, whatever the nature of the
offence. This scheme was found to be unlawful and arbitrary by the Court of Appeal
in R (on the application of (T)) v Chief Constable of Greater Manchester,30 a finding
that was confirmed by the Supreme Court (“T v CCGM”).31 This decision, following
an earlier decision by the ECtHR which had also found the criminal record scheme in
England and Wales to be unlawful,32 finally prompted the Government to amend the
relevant legislation.33 The revised scheme had been introduced before the Supreme
Court considered the case, but no opinion was expressed upon it.
The Government attempted to remedy the arbitrariness of the disclosure scheme
identified by the Supreme Court in T v CCGM by introducing a filtering system.34 The
amendments, the Government claimed, were “proportionate. They ensure that public
protection is not compromised, while avoiding unnecessary intrusion into people’s
lives.”35 Under the amended scheme spent cautions and convictions are “filtered”
after a specified period of time and are not disclosed on CRCs and ECRCs. However,
this filtering process still involves the imposition of bright-line rules; spent
convictions and cautions cannot be "filtered" if:
28
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a) they are for a “listed offence,” of which there are over 1,000 including all
serious violent and sexual offences36 (“the serious offence rule”);
b) an individual has more than one conviction (“the multiple conviction rule”).
All four claimants in R (P) v Secretary of State were caught by these bright-line rules
introduced by the 2013 amendments and so were unable to put their criminal past
behind them. They asked the Court of Appeal to assess the lawfulness of the rules.
3. The claimants
The four claimants in the case were:
1) P, who committed two minor shoplifting offences in 1999 when she was
suffering from undiagnosed schizophrenia. As a result of the schizophrenia
and the fact that she was homeless, P failed to appear in court and was
consequently convicted of the second shoplifting offence and also for failing
to appear at court. She received a caution for the first offence. P now wished
to work as a teaching assistant and was required to obtain a criminal record
certificate. Her two convictions were mandatorily disclosed under the multiple
conviction rule. She argued that the disclosure of her criminal past meant she
was unable to secure paid employment.
2) G, who when he was eleven to thirteen years old, had consensual intercourse
with two boys aged eight to ten years old. When he was still thirteen years old,
G was issued with two reprimands for offences of sexual activity with a child.
In 2011, when G was eighteen years old, he worked at a local library and was
required to obtain an ECRC. The ECRC would have mandatorily disclosed the
reprimands under the serious offence rule so G withdrew his application. In
2014, he asked the Chief Constable to expunge the reprimands. This request
was refused.
3) W, who in 1982 when he was sixteen years old, was convicted of ABH. He
received a conditional discharge. At forty-seven he wished to become a
teacher but, under the serious offence rule, this conviction was mandatorily
disclosed.
4) Krol who was cautioned in 2007 for ABH after hitting her three-year-old
daughter in public. She subsequently applied for jobs but the caution was
disclosed. The Metropolitan Police Commissioner refused Krol’s requests to
expunge the caution and it was this refusal that Krol challenged in her case.
She did not challenge the scheme as a whole. It is worth noting that later
allegations of violence were made against Krol and claims that she had given a
false name to the police. The child she had hit was ultimately made the subject
of a care order.
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4. The Court of Appeal’s decision
The fact that there had been an interference with the Article 8 rights of all these
claimants was not in dispute. There is no longer any doubt in British courts about the
application of Article 8 to the systematic retention and disclosure of criminal record
information.37 The courts have observed that a caution, which is administered in
private, is immediately part of a person’s private life.38 A conviction, which is
administered in public, becomes part of a person’s private life as it fades into the
past.39 Article 8 has, in addition, been interpreted to include an individual’s right to
form relationships, including those at work.40
Despite this interference with the claimants’ right to a private life, it is possible for the
state to justify this interference under the provisions of Article 8(2) ECHR.
Justification under Article 8(2) requires the measures that interfere with the right to be
both “in accordance with the law” (the legality test) and “necessary in a democratic
society” (the necessity test). In order to satisfy the second test the measures must
pursue a legitimate aim such as crime prevention and the protection of the public, be
rationally connected to the legitimate aim and be proportionate.
The legality test has traditionally been interpreted to require three safeguards: 1) that
there is a specific rule or regime that authorises the interference; 2) that the citizen has
adequate access to the law in question;41 and 3) that the law is formulated with
sufficient precision to enable the citizen to foresee when the law will or might be
applied.42 However, Lord Reed in the majority decision in T v CCGM stated that the
legality test also required the state to put in place sufficient safeguards so that the
proportionality of the scheme in general could be challenged. Courts should not allow
the state a margin of appreciation when considering this point (unlike when they
consider the necessity test), preventing the state from justifying any interference with
Article 8 rights on the grounds of, for example, administrative necessity.43
4.1 Revised criminal record scheme not “in accordance with the law”
As noted above, the traditional understanding of “in accordance with the law” in
domestic courts was that this “required only clear and publicly accessible rules of law,
invulnerable to arbitrariness.”44 In other words, as Mr Eadie QC put it for the
Government in R(P) v Secretary of State, it was enough for the Government to show
that the criminal record scheme was governed by “clear law.”45 Leveson J disagreed
and adopted the approach taken by Lord Reed in the case of T v CCGM. In order to be
“in accordance with the law,” the legal scheme had to be more than clear and
37
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accessible. The scheme also had to contain “safeguards which had the effect of
enabling the proportionality of the interference in general to be examined.”46
Lord Reed in the case of T v CCGM held that there were insufficient safeguards in the
pre-2013 criminal record scheme. The scheme, Lord Reed said, was not “in
accordance with the law”
because of the cumulative effect of the failure to draw any distinction on the
basis of the nature of the offence, the disposal in the case, the time which has
elapsed since the offence took place or the relevance of the data to the
employment sought, and the absence of any mechanism for independent
review of a decision to disclose data under section 113A [of the 1997 Police
Act].47
Not surprisingly, there was dispute amongst the parties in R(P) v Secretary of State as
to what exactly this quoted extract from Lord Reed meant. The Government argued
that none of the features listed were determinative. The 2013 amendments had
introduced some of the distinctions mentioned (for example, the serious offence rule
looked at the nature of the offence) and so the scheme was now lawful.48 It was, the
Government said, “open to Parliament to establish a scheme without individual
review, and that the provision of a right of challenge is not a prerequisite of
compatibility with Article 8.”49 The claimants, however, argued that a mechanism for
individual review was necessary in order for the scheme to be lawful.
Policy makers, campaigners and ex-offenders likely wanted clear guidance from the
Court of Appeal about the necessity of an individual review mechanism. They will be
disappointed. Leveson P’s conclusions were nuanced. He stated that:
 Bright-line rules are permissible.
 There is “no one particular safeguard that converts what is otherwise arbitrary
into a scheme that is in accordance with the law.”50
 “[T]he right of individual review is not a prerequisite in every case.” 51
 The less the bright-line rules discriminated on the basis of the nature of the
offence committed, the disposal and the amount of time that had passed since
the offending behaviour, the more likely an independent review would be
required.52
After providing broad guidance on what was required for an interference with Article
8 to be “in accordance with the law,” Leveson P turned to the specific bright-line
rules introduced by the 2013 amendments which interfered with the claimants’ rights.
He found that both the multiple conviction rule and the serious offence rule were not
“in accordance with the law.”
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He began by acknowledging that Parliament had developed these rules and that they
were based on policy recommendations made by an independent expert. However,
strictly speaking (see Lord Reed in T at [115]) there is no margin of
appreciation when it comes to determining whether a system provides
adequate safeguards against arbitrary treatment.
The policy considerations underpinning the 2013 amendments could therefore not be
used to justify a system that failed in broad terms to protect against arbitrary
treatment.
Leveson P turned first to the multiple conviction rule. He held that this rule was
“indiscriminate in that it applies without consideration of any of the features
identified by Lord Reed.”53 He noted that the rule was intended to capture those who
had a pattern of offending. That said, “[t]he difficulty with the bright line ... is that it
is not a necessary inference that two convictions do represent a pattern of offending
behaviour.”54 In P’s case, there was clearly no pattern of offending and the fact that
the bright-line ruled failed to draw any distinctions (such as the fact that the offending
was linked to her ill health and was extremely limited in nature) meant that there was
a disproportionate and unlawful interference in her private life.55
With regard to the serious offence rule, Leveson P noted that it is not totally
indiscriminate as it draws a distinction between serious offences and those not listed
as serious. However, the bright-line is drawn with reference only to the nature of the
offence. This lack of discrimination led to “startling consequences for the claimants in
G and W.”56 In G’s case, Leveson P noted that it was “particularly noteworthy ... that
the rule provides no opportunity for the age of the individual at the time of the offence
to be taken into account.”57 The rule did not have sufficient safeguards to prevent it
operating in an arbitrary manner and was therefore unlawful.
4.3 “Necessary in a democratic society”
The conclusion that neither the multiple conviction rule nor the serious offence rule
were “in accordance with the law” was sufficient to ensure the success of the generic
challenge to the scheme. However, Leveson P also concluded that the scheme was not
“necessary in a democratic society” because the current system of disclosure was not
“proportionate and linked to the protection of the public.”58
When assessing the test of necessity, and in contrast to the test of legality, courts are
obliged to show deference to Parliament (in other words, to give them a “margin of
appreciation”). Leveson P was keen to emphasise that it was not the role of the
judiciary to “fashion a solution”59 and judges should not undertake a “granular
analysis” of social policy.60 He criticised Blake J who had undertaken a detailed
53
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social policy analysis in the lower court.61 Blake J had, for example, criticised the low
age of criminal responsibility in the UK, the length of rehabilitation periods and the
filtering decisions in relation to young persons and children. These are, Leveson P
said, “all matters of social policy for Parliament.”62
Despite avoiding detailed policy recommendations, Leveson P suggested some
possible areas for reform. He acknowledged the difficulty of identifying filters and the
exact parameters of bright-line rules but stated that:
it would not necessarily be difficult to fashion a system which did not depend
on individual review, but which would allow material which would not
otherwise be included in a CRC (because of the filter) to be included in a
ECRC, and, thus, subject to possible challenge through the relevant chief
officer of police, should the applicant wish to challenge its relevance.63
He also said that it was “entirely plausible” to devise a system that differentiated
between the offending of children, young persons and adults.64 Out-of-court disposals
could be removed from the CRC after a certain period of time (different lengths
depending on the age of the offender). The information could, however, still be
included on an ECRC “which can be subject to challenge and, in the event of an
adverse decision, appealed to the Magistrates’ Court.”65
Ultimately, it was for the legislature and not the courts to decide where the lines
should be drawn and the filters inserted. If, however, the scheme was not further
amended Leveson P predicted that “it will generate many challenges which will
require resolution on a case by case basis: such an approach cannot possibly be in the
public interest.”66
4.4 Lawfulness of Police Commissioners’ refusal to expunge cautions
Leveson P also briefly considered the current process for expunging cautions,
reprimands and warnings. He noted that Parliament had made the bright-line rules in
this area less draconian so that there was now a “degree of elasticity to the previously
more rigid operation of the police deletion policy in relation to out of court
disposals.”67 He concluded that the system was lawful and that the relevant Chief
Constables, both in the case of G and Krol, had been right to refuse to expunge the
reprimands and caution. In the case of Krol, for example, her subsequent actions
(such as giving a false name and the fact that her child went into care) justified the
retention of police information.
4.5 Remedy
Leveson P declared that the multiple conviction rule and serious offence rules could
not be read or given effect in a way that was compatible with P, G and W’s rights.
These declarations were claimant-specific. He ruled that the “vice” was “at the
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margins” rather than central to the nature of the order.68 None of the legal rules
themselves were therefore declared ultra vires.
5. What next for the criminal record scheme in England and Wales?
Lord Carlile recently observed that there is “cross-party support for being very radical
about” the need to reform the criminal record scheme.69 The Court of Appeal in R(P)
v Secretary of State touched on a number of critical issues that are ripe for reform,
including the operation of filtering rules and the impact of youth offending on an
adult’s subsequent employment career.
It is difficult to predict how Parliament will approach its next effort to reform the
criminal record scheme. However, one particular area that policy makers are currently
focussing on is the treatment of under-eighteens within the criminal record scheme.
Leveson P touched on the particularly egregious effect of long-term disclosure of
youth offences when he looked at the case of G.70 A number of bodies have recently
considered this issue. Lord Carlile conducted an inquiry into the youth justice system
and issued a report in June 2014 that called, amongst other things, for “children who
have offended [to] be given a ‘clean sheet’ at eighteen, meaning that previous
offences would be expunged from their record rather than only filtered” (though not if
the offences were serious violent or sexual offences).71 The Standing Committee for
Youth Justice72 published a report in March 2016 which found that “England and
Wales top the international league tables for its punitive childhood criminal records
system.”73 The Justice Committee also recently began an inquiry into youth criminal
records which was cut short due to the calling of the 2017 General Election.74
There are also active efforts underway to reform the periods of rehabilitation required
before convictions and sentences become “spent.” This is the purpose of a private
member’s bill introduced by Lord Ramsbotham, which received its first reading in the
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House of Lords on 26 May 2016, and its second reading on 27 January 2017.75 After
Parliament was prorogued following the 2017 General Election, this Bill made no
further progress. However, Lord Ramsbotham has already introduced a similar Bill
which received its first reading on 29 June 2017.76
Finally, recent reforms adopted by Scotland and Northern Ireland, which were
outlined by Leveson P in R(P) v Secretary of State,77 suggest the potential direction of
future reforms in England and Wales. In Northern Ireland there is now an independent
review scheme that governs the disclosure of most spent records.78 In Scotland there
is judicial oversight of the disclosure of convictions that fall outside the automated
“protected convictions” scheme – though, even with this safeguard, the Scottish
scheme is insufficiently calibrated and has been successfully challenged on Article 8
grounds.79
Debates around the criminal record scheme in England and Wales therefore remain
heated and very much alive. In July 2016 the Home Office asked the Law
Commission to review the “filtering” amendments introduced in 2013. The Law
Commission’s conclusion in February 2017 was unequivocal: a wider review of the
scheme was urgently required.80 The first obvious step, therefore, would be to request
the Law Commission to conduct such a review.
Permission to appeal in the case of R(P) v Secretary of State has been granted. Further
guidance will therefore be provided to Parliament on the lawfulness of the criminal
record scheme and whether it is, for example, necessary to provide an independent
review mechanism. In addition, the ECtHR has agreed to hear the case of Mr Catt, a
91-year-old political protestor whose activities were secretly recorded by the police.81
The Supreme Court distinguished between information gathered for policing purposes
where there was no disclosure to third parties (as in the case of Catt) and criminal
records. However, the ECtHR might regard this as an artificial distinction and provide
more general guidance to the UK about its approach to personal data retention. Any
such guidance should also inform the Government’s future reviews of the criminal
record scheme.
6. Conclusion
Lord Sumption has noted how:
The rapid expansion over the past century of man’s technical capacity for
recording, preserving and collating information has transformed many aspects
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of our lives. One of its more significant consequences has been to shift the
balance between individual autonomy and public power decisively in favour
of the latter.82
The Court of Appeal in R(P) v Secretary of State recognised that bright-line rules
which are broad in scope and with few discriminatory features only serve to
strengthen state power to the detriment of the protection of Article 8 rights.
Parliament has a plethora of suggestions and options for reforming the criminal record
scheme, many of which are set out in the Court of Appeal’s judgement. It now just
needs the political will – and skill – to develop sufficiently calibrated bright-line rules
that protect the general public whilst safeguarding individuals' Article 8 rights.
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